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Abstract: The usage of the network is undoubtedly enormous especially when almost everything is being digitalized and
in need of the Internet nowadays. This actually causes a lot of issues that happen on the network, such as the connection
being slow, the network security being vulnerable to attacks, and more, which eventually require the need to monitor the
network traffic. So, network traffic monitoring is a process of managing, analyzing, and observing the network traffic to find
the irregularity that affects the network. It can be considered vital to analyze the network traffic to ensure a smooth
operation. However, although there are many existing tools that are available to analyze and monitor the network, they are
found to be quite difficult to use due to their user interface. Thus, the system presented in this paper is able to capture the
network traffic, analyze it, and visualize the information being retrieved into a user-friendly and easy-to-understand
interface.
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1. Introduction

A network is known to be the one that links devices and computer systems [29]. It is commonly used for
sharing resources, allowing electronic communications, or even exchanging files. Therefore, a network is
defined as a collection of devices, such as computers, servers, and other devices, connected to one another
[14]. An example of a network is the Internet, which is the most widely used type of network nowadays due to
the rapid growth of technology. With more users connected to a network, there is a higher chance of frequent
downtime as well as malware attack all across the network due to the data. The data that is moving in the
network are known as network traffic. How the data moves as the network traffic is by being broken down into
data packets and then send towards the network to be finally received by a device [12].

Since there are too many users connected to the network, it has made it much more difficult to monitor the
network traffic [27] the network administrator might not be able to monitor the network frequently, if there are
any anomalies or threats that are present in the network. If some of the securities are penetrable, there is a lot
of confidential information that can be stolen for financial gain and modifying data purposes if the network can
be accessed [16]. Due to that, network traffic analysis alongside network monitoring is needed to be done
using certain techniques, in order to retrieve the network information and able to identify the issues on the
network. Network traffic analysis is a technique used to monitor the network availability and as well as to
identify any unusual activity or security vulnerabilities, such as threats from outside the network [22].

The analysis is usually being done by a system or tool that frequently monitors the traffic. There are different
types of interfaces for the tool and it can be seen that most of the tools have complicated interfaces [9] that
are quite difficult to understand for first-time users. It does not directly display the information that the network
administrators or users are looking for. Hence, an easy-to-use network traffic monitoring and analyzing system
with attractive visualization in the interface are needed for the ease of use of the users [37].

This study of Smart Dynamic Network Traffic Analysis and Monitoring System will be developing a system
that will be emphasizing multiple objectives based on the result. The information of the network is needed for
various purposes, such as for the visibility of the devices that connect to the network and who is the one that
generates the most traffic. This is helpful for the network administrator to identify what would be the issue that
slows down the performance of the network, as well as, plan and prepares in case there is a malware attack
on the network [33]. A malware might intrude into the network for an attack that can cause an unusual activity
in the network. The system will detect and collect information on the activity of the network and notify if there
is any malicious activity. This is to be able for the network administrator to handle the malware quickly in order
to prevent more damage. For the network administrator to provide proper solutions to the network and solve
the issues, the system will be able to detect problems that the network is facing such as device failure, slow
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network, and others. It is also for the network administrator to be able to troubleshoot the issues that have
been detected. Due to most of the existing network monitoring tools having complicated interfaces, a system
with an eye-catching interface with ease of usage will be developed. It will have been the form of a dashboard
that is filled with the information of the network in an organized manner. The system is also able to visualize
the network information in graphs, charts, and maps for easier understanding among the users.

2. Literature Review

Wireshark [30], is open-source software that captures, analyses, and saves the network traffic in a form of
packets, or also known as a network packet capture for analysis and examination. implements a real-time
capturing of network traffic that provides information about the transmit time, source, destination, and protocol
type such as TCP or HTTP [26]. The packets can be categorized into colours according to the issues [24]. It
also comes with filters where the incoming network traffic will be made to pass through the filters by the user
before it is stored in a packet buffer. SolarWinds NetFlow Traffic Analyzer [31], is a web-based GUI tool, which
is a bandwidth packet analyzer that uses the same utilities as packet sniffing, detecting simultaneous voice
traffic, to acquire the packet samples for monitoring works. It collects the real-time data of the network and
alerts if the network bandwidth streams, or limit has been reached by the traffic. The tool also analyses the
patterns and trends in stored data and then shows through charts the traffic volumes which applications are
generating the most traffic [6]. TcpDump is the oldest network sniffer. It is a command-line-based packet
analyser and runs basic network scans. It examines the incoming and outgoing packets in the network by
capturing all the packets [17]. This TcpDump tool enables the user to be able to read the live packets and also
the previously saved packets because of its extensive filter language [26]. The contents of the packet such as
the packet timestamp, protocol used, source address, and destination hosts and ports, can be displayed by
this tool.

There are several studies that are derived from the research. Due to the wide usage of the Internet worldwide
nowadays, it has made it much more difficult to monitor the network traffic [27]. Along with all the security
vulnerabilities a network may face, a malware attack maybe done on the network during odd hours such as at
two in the morning due to its unpredictable nature and attacker. Therefore, a system that is able to monitor the
network is needed to be able to prevent any attack from entering the network and also troubleshoot downtime
issues as quickly as possible.

Cybercriminals can attack the networks at any time, plus with their malicious technique that might not be

visible to others, there is a higher chance that a network might be affected if some of the securities are
penetrable. This is because, there is a lot of confidential information that can be stolen if they access the
network, for their financial gain and modifying data purposes [34]. However, if an attack has happened, a fast
response by the network administrator is needed to handle the attack and prevent any further damage.
Since there are a lot of devices that are connected to the network, it may cause traffic. This also means that
there are chances that network downtime might happen. Network congestion can also occur. Hence, the
network administrator must also troubleshoot these issues, quickly [35]. Networks are commonly being
monitored using existing tools that are able to perform various functions, such as analyzing the packets in the
network as well as the traffic. But, due to an abundance of techniques that are applied to monitor and analyze
the network, there are different kinds of tools with different functionality. This means that there are different
types of interfaces for the tool and it can be seen that most of the tools have complicated interfaces [8] that
are quite difficult to understand for first-time users. It does not directly display the information that the network
administrators or users are looking for. Hence, an easy-to-use network traffic monitoring and analyzing system
with attractive visualization in the interface are needed for the ease of use of the users [36].

3. Proposed Method

The system will refer to the Rapid Application Development (RAD) methodology. It is a software
development approach that focuses on quick development and is flexible to changes [19] for improvements
based on continuous feedback. Figure 1 shows the phases in the Rapid Application Development (RAD)
methodology.
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Figure 1: Rapid Application Development (RAD) Methodology
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Even though there are different types of categorizations for the network traffic analysis, this study concludes
that the Clustering technique works the best. Clustering is defined as partitioning data into groups. It is usually
used for the network traffic data stream to form a cluster [3].

A case study is carried out by comparing the related software or network traffic monitoring tools that are the
most used and available on the Internet to find more about the features. Also, a thorough research on other
related systems that has been proposed as a solution in articles and journals. The tools will be compared to
find out the appropriate technique and features that can analyze and monitor the network traffic efficiently. To
gather the traffic data for the system, it uses a certain network monitoring method that is the Passive Monitoring
Method (PMM) [32]. It basically means that the network data packets are being captured passively (Cen et al.,
2003). A common method that is categorized under Passive Monitoring is Packet Sniffing or Packet Monitor.
This works by capturing packet headers for every IP packet that crosses or goes through the network. In order
to do conduct this packet monitor process, it is usually done by using a sniffing tool. The tool is able to captures
the network traffic and stores the data. Not only that, it is also able to analyze the network traffic, in which it
can also be shifted for intrusion detection. An example of the sniffing tool is Ettercap, TcpDump, Wireshark
and others. A general approach is used for the development of the system in order for the system to visualize
the network traffic into an easy-to-understand interface. The general approach is described in Figure 2.

SELECTION MONITORING AND ANALYSIS

Select a suitable network analyzing Collects and analyzes data from the
tool for obtaining datasets network using the tool

NOTIFYING VISUALIZATION

Output of the visualized graphs and
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Figure 2: General Approach for System Flow

The first step of the approach is selection, where among the various types of monitoring tools, the suitable
tool is selected for usage to operate the system. The tool will be used to gather the data. Wireshark is chosen
to be used in order to capture the network packets. The second step of monitoring and analyzing can be
considered as the pre-processing process, where Wireshark is used to capture the network packets in the
network. The system is considered to be collecting and analyzing the network data. The network data that has
been gathered before is visualized for the output into graphs and charts, also maps in the system. It will get
the data of the network from the exported file by the tool. The last step is the notifying process where the
system will eventually look into any issues on the network and notifies the current user or network administrator
of the case.

The system presented is a website application that is created under the Windows operating system. It is
coded, run and debug using the Python programming language with the Flask framework. The application is
accessed on the http://127.0.0.1.500 extension using the Flask service. The usage of HTML, CSS, and
JavaScript is also being implemented to create the layout of the interface for the system. The database used
to store the data of users is MySQL. The system underwent testing methods which are unit testing, browser
compatibility testing, and usability testing. Unit testing is done on the code of certain parts to check on any
issues and fix them. The browser compatibility testing is done to ensure that the system will be running on
different types of the web browser without any issues or errors. Then, the usability testing is based on the
user’s feedback on how usable the system is and does it benefit them.

4. Result and Discussion

The results of the visualization of the network traffic analysis and monitoring will be discussed and presented
with the image of the output of the system interface. Also, the study system is also being tested with different
types of software testing to detect any errors or incorrect pathways that may present in the system.

4.1 System Interface

This web-based system presented in this paper consists of seven different pages, which are Log In,
Registration, Dashboard, Devices, Traffic Statistics, Network Tracker, and Alerts, that are connected with one
another and have their own functionality. The main page would be the ‘Dashboard’ page, where the overall
data are presented on that page. The pages are described below:
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vi.

Vii.

Login: The first page the user will access after the program run.

Registration: For the new user to register before accessing the system.

Devices: It has all the device information that has been retrieved as seen in Figure 3.

Dashboard: A page that shows a summary of all the information retrieved in the form of graphs, charts,
and tables as seen in Figure 4.

Traffic Statistics: It has a table that has all the information details of the network traffic as seen in Figure
5.

Network Tracker: A page that has a map that shows the flow of how the captured packets have interacted
as seen in Figure 6.

Alerts: A page of alert information for the network administrator to be notified of any issues on the network
as seen in Figure 7.

Devices

Host Name Serial Number Service Tag Member of Domain

Figure 3: Devices Page

In the devices page, device information has been retrieved, such as the host name, serial number, service

tag, and which member of domain as shown in Figure 3. This information is needed in order to troubleshoot if
there are any issues with the devices. The dashboard page shows a summary of all the information in the form
of graphs, charts, and tables for easy viewing, as shown in Figure 4. The dashboard page has three colored
cards of ‘Up’, ‘Alert’, and ‘Down’ that indicates the current number of alerts. Then, a pie chart of the operating
system used, a bar chart of the number of users in the local domain, the table of device information, and also
a line chart of the recent number of alerts.

Dashboard

Figure 4: Dashboard Page
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Traffic Statistics

P Connection Wi Connection
Name MACAddress = Address . Type Speed Current Data Total Data

Upload Download Upload  Download

Showing

Figure 5: Traffic Statistics Page

The traffic statistics page has a table that has all the information details of the network traffic. The information
consists of the device name, MAC address, connection type, Wi-Fi connection speed, current data of upload
and download, as well as the total data for upload and download as shown in Figure 5. All this information is
helpful in identifying the speed of the network for each device.

Network Tracker

0 Network Traffic
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Figure 6: Network Tracker Page
In the network tracker page, it has a map that shows the flow of how the captured packets have interacted.

The map from Google Maps is embedded into the system, as shown in Figure 6. The markers are from the
datasets that are obtained from the usage of the Wireshark tool for the captured packets.
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4.2 Datasets

The Wireshark software is used to capture the network packets of the network traffic on the local home Wi-
Fi network. A total of three processes of capturing have been done on different days and timing, as seen in
Table 1. The captured network traffic results are exported and saved into a . pcap file format before being input
into the system for generated the dataset.

Table 1. generate the dataset

No. Dataset Name Input Capture Capture Date Capture Time
1 Capture_0001 Wi-Fi 26/3/2025 03:46 PM
2 Capture_0002 Wi-Fi 17/4/2025 08:56 AM
3 Capture_0003 Local Wi-Fi 19/4/2025 03:35 AM
4 Capture_0004 Wi-Fi 3/5/2025 06:17 PM
5 Capture_0005 Wi-Fi 6/5/2025 04:11 PM

Alerts

Dashboard / Alert:

Dateand Time ~  Device Issue Priority © Severity - Performance Impact ©  Actions

DESKTOP-BVVHSMC  DAVeIC Disk Space Lsage S S0 N (eve. Level

Showing 1o 1 of 1 entries

# Recent Number of Alerts

Figure 7: Alerts Page

In this figure 7, alerts page is about the alerts of issues that has been identified recently. It has the information
of date and time of the alert, the name of device involved in the alert or issues, the name of the issue that the
device is facing, the priority level, the severity level, the percentage of performance impact of the issue to the
network, and also if any action has been done. This information is needed for the network administrator to be
notified and fix on the issue.

4.3 Testing Results

In unit testing, although most of the components produce the expected results such as an error message is
flashed due to inputting the wrong credentials. However, there is one component that is in executable, which
is the feature to email the current user on the issue to alert them. All the other components are able to be
executed such as the correct pathway of pages, and also the display of output. As for the browser compatibility
testing, the results appear to be the same when tested on two different types of browsers. For the usability
testing, five respondents are being analyzed for their responses to the feedback on the system. From all the
responses, it shows that the system is not on par with what the user is expected to use to monitor the network.
Although the system is attractive and simple, the responses show that the system is lacking something.

5. Conclusion and Recommendations
In conclusion, network traffic is identified as the data that is being broken down into packets and sent into
the network before being received by the device. Thus, the more the number of devices that are connected to
the network, the more it creates traffic and it can eventually slow down the network. With this, it is actually
beneficial to observe and monitor the network traffic to ensure that the performance of the network is always
at the highest level for the users’ usage. Ultimately, this paper presented a system that aims in visualizing the
captured network in a user-friendly interface that is easy to be understood which is into graphs and charts.
This python-based website system has the interface layout of a dashboard that actually simplifies the data
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being retrieved in the form of graphs, charts, maps, and tables. It also analyses the network traffic and monitors
it, if there are any issues with the devices that are connected to the network. Therefore, this system is
developed with the hopes of being able to help ease some of the users out there with its interface layout as
well as its key features. Since this current system is using Wireshark to capture the network packets, then the
usage of other types of network monitoring tools to get the datasets might produce different results. Instead of
using Wireshark only, this system can be modified and tested to use with other types of network monitoring
tools such as Ettercap, in order to get different results of the data, as well as the implementation to display the
information being retrieved. It is even better if the system can be integrated with the user’s phone where the
mobile phone will also receive those notifications and be aware of the alert. So, email and mobile notification
reminders might be an even more effective system for the users to monitor and analyses their network, as well
as be aware of issues that might arise. Hence, these recommendations are just some of the suggestions on
what can be executed in the future to increase the system’s efficiency and functionality so that it can benefit
the user.
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